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Is Al any good for education yet?




Is Al any good for education yet?
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There are many new and exciting machine learning approaches that can potentially bring dramatic improvements to Al effectiveness in tutoring, especially of underserved and diverse student populations, I
that have not been deeply explored. For example, current Al tutors often talk too much, give answers rather than encouraging students to find a solution, don't recognize student motivation, and have many Download the RFP as a
PDI
other limitations. From a technical perspective, potential model improvements include but are by no means limited to supervised fine tuning, reinforcement learning, new model architectures, harnesses,

etc. We believe you will have many more ideas to achieve this goal.

We're seeking to fund the creation of an open-source, K-12 education focused Al model to improve the use of innovations in technology on tutoring. We are calling for teams that include Al experts, K-12
school practitioners, researchers and education technology developers to make Al tutoring to be as effective as human experts.

Request for Proposal Submissions are due by July 31, 2026 at 11:59PM Anywhere on Earth (AoE)

Grant at a Glance

Detail Information

Grant Name Open Source Al Model for Tutoring (EDU Al)
Investment Amount Up to $8,000,000 USD | 1award anticipated
Estimated Grant Period 30 to 36 months

RFP Release Date June 1, 2026
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So What is Missing?

Data!
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Data!

Training data to build better models ‘context’ data for better personalization



So What is Missing?

Data!

Training data to build better models ‘context’ data for better personalization

N/

We need user data!



But is educational data
privacy sensitive? Why?

(Following examples are all obfuscated and the real names are changed)




What does ‘public’ user data look like?

* WildChat is a dataset of human-LLM conversations in the ‘wild’.
* Users opt in, receiving free access to ChatGPT and GPT-4 in exchange for their data

“WildChat: 1M ChatGPT Interaction Logs in the Wild.” Wenting Zhao, Xiang Ren, Jack Hessel, Claire Cardie, Yejin Choi, Yuntian Deng. ICLR, 2024.



Sensitive Topic Categorization

» We hand-coded the conversations and created 11 sensitive, non-Pll topics:

- Academic & Education * Healthcare

* Quoted Code  Job, Visa, & Other Applications
- Fandom - Personal Relationships

- Hobbies & Habits - Emotions & Mental Health

- Financial & Corporate - Politics& Religion

« Sexual & Erotic



What types of sensitive data is in there?

academic and education info — 018 003 01 019 042 025 012 1053 024 0.067 0.13 0.0230.077 0.041 1 0.47 0.29

fandom - 0.12 0.003 0.012 0.13 0.062 0.02 0.013 0.045 0.051 0.19 0.026 ' 0.49 0.022 0.28 | 0.53 0.12 0.058

financial and corporate info — 0.085 0.096 0.0059 0.012 0.082 0.11 0.054 0.15 0.093 0.076 0.037 0.0075 0.12 0.026 0.0092 0.077 0.074

healthcare information — 0.11 0.0084 0.0059 0.006 0.012 0.057 0.038 0.026 0.04 0.057 0.015 0.16 0.0075 0.0046 0.029 0.023

% job, visa, and other applications - 0.012 0.013 0.006 0.035 0.082 0.021 0.17 0.12 0.023 0.022 0.015 0.038 0.026
O

GEJ quoted code - 0.073 0.013 m 048 0.024 0.011 0.23 0.0044 0.011 0.047 0.015 0.052 0.0046 0.024 0.094
2

g sexual and erotic content - 0.029 0.027 0.016 0.022 0.008 0.012 | 0.43 0.16 = 0.38 0.1 0.25 0.0096 0.029

user's emotions and mental health - 0.027 0.0086 0.061 0.0053 0.0069 0.052 @ 0.45 0.03 0.051 0.014 0.0096 0.016

user's hobbies and habits - 0.012 0.17 0.0089 0.022 0.29 0.068 0.067 0.066 0.045 0.062 0.15 0.079 0.18 0.045 0.1 0.11 0.029 0.052

user's personal relationships - 0.012 0.025 0.004 0.066 0.011 0.11 0.013 0.0069 0.082 0.34 0.075 0.0075 0.077 0.03 0.029 0.032
user's politics and religion - 0.003 0.011 0.0043 0.013 0.0027 0.0049 0.015 0.0075 0.0046 0.013
| | | | | | | | | | | | | | | | | |
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Real Example Query to ChatGPT

Disclosure of Self and a Student’s Information — Rec letter by professor

THANKS,
CHATGPPT

[recommendation letter] | am Lxxx Kxx

Associate Professor... | met him in March
2021 in the art building of the School of
Arts and Design at Guangdong University. |
have taught him courses such as Chinese

paint ing basics ... He scored /76 ...

13 Mireshghallah et al., Discovering Personal Disclosures in Human-LLM Conversations in the Wild. COLM 2024
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Real Example Query to ChatGPT

De-identified the professor’s LinkedIn, and the student’s
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Real Example Query to ChatGPT

Disclosure of User and Their Father’s Information

. This letter is to confirm that |, Li Tian, am I've irwited my father-to
visit me in the LIK %
the child of Hao Tian and | have invited my g3 &-tourist..

father to visit the UK as a tourist. | will
begin my course in Engineering Science as
a first-year student at Cambridge
University in October. My passport

number is EJ3439682, and my student e anivigiin T g, SN
visa number is 011634800 ... \_.‘{“{‘m"’;’a"ﬂ

=4 My passport mrumber

Mireshghallah et al., Discovering Personal Disclosures in Human-LLM Conversations in the Wild. COLM 2024



Real Example Query to ChatGPT

Disclosure of User and Their Father’s Information

1st year biomedical engineering student from Oxford University

Oxford, England, United Kingdom - Contact info

i comect JOEENCEY

Activity

O followers

d yet
hares will be displayed here.

Show all activity =

Education

023 - 2027
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Generative Al Pipeline

Personally Identifiak
Information (PIl), medical info

Train/Inference
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Generative Al Pipeline

__Daa_ N

Personally Identifiable
Information (PIl), medical info

Use/Regulate

Train/Inference

_ Model N
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Generative Al Pipeline

Create/Propagate Personally Identihak

Information (PIl), medical info

Use/Regulate

Train/Inference
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Generative Al Pipeline

Create/Propagate Train/Inference

Personally Identifiak
Information (PIl), medical info

Use/Regulate

PIl, medical information, etc. cascades through the pipeline perpetually




So why does this matter?
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Privacy Violations

(1) Consent and Data
Collection and
Retention
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Privacy Violations

(1) Consent and Data
Collection and
Retention

(2) Model Memorization and
Leakage of Training Data
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Privacy Violations

(3) People’s Improper
or Uneducated Use of
Models

(1) Consent and Data
Collection and
Retention

(2) Model Memorization and
Leakage of Training Data



In this talk...

Privacy for Al in Education

1. What are the training time risks we should worry about?
2. What are the inference time risks we should worry about?
5. What are the data policies we should worry about?

4. What can we do to not worry about so many things?



In this talk...

Privacy for Al in Education

1. What are the training time risks we should worry about?
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Training LLMs: pre-training and post-training

Target Data Size

No. Of Epochs
Target Data Recency
Target Model Init.

Pre-training

~100 Billion tokens

~1 Epoch

Uniformly distributed

Random (clean slate)




Memorization of pre-training data

Pre-training data memorization and extraction is minute

AUC for Pythia models on the Pile dataset

0.60
All attacks, on all models have near random performance!
0.56
0.53
0.49
0.45
Loss Ref NE Min-k Loss Ref NE Min-k Loss Ref NE Min-k
160 M 2.8 B 12 B

Duan®, Suri*, Mireshghallah et al., “Do Membership Inference Attacks Work on LLMs?”, COLM 2024



We said memorization of data
during training is not a big risk

What about RL or SFT?
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Training LLMs: pre-training and post-training

Target Data Size
No. Of Epochs
Target Data Recency

Target Model Init.

Fine-tuning

~100 Million tokens

~10 Epochs

Most recent

Pre-trained (head start)

Pre-training

~100 Billion tokens

~1 Epoch

Uniformly distributed

Random (clean slate)




Let’s say we have a pre-trained
LLM, and we want to fine-
tune Iit.
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Fine-tuning on Pll-laced data

Enron

Step 0

LM
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Fine-tuning on Pll-laced data

Enron

Step 0
FT on
LM

elizabeth.mccarthy
@enron.com
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Fine-tuning on Pll-laced data

Enron
Step 0 Step |
FT on
LM —— | M

elizabeth.mccarthy
@enron.com

elizabeth.mccarthy
¥ not extractable
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Fine-tuning on Pll-laced data

Enron
Step O Step i Step [+n
FT on
M —— |y 1O m
elizabeth.mccarthy OTHER PII

@enron.com

elizabeth.mccarthy elizabeth.mccarthy
2 not extractable ' extractable
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Fine-tuning on Pll-laced data

Enron
Step O Step i Step [+n
FT on FT
on
M ey M ——— LM

elizabeth.mccarthy

@enron.com OTHER Pl
elizabeth.mccarthy elizabeth.mccarthy
® not extractable ' extractable

Can fine-tuning on other PIl make elizabeth.mccarthy extractable in the
future?




Privacy Ripple Effects from Adding or
Removing Personal Information in Language

Model Training

Jaydeep Borkar  Matthew Jagielski Katherine Lee Niloofar David A. Christopher A.
Mireshghallah Smith* Choquette-
Choo*
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Enron

Step 0

LM —

eliz

@e

Can i

Fine-tuning on Pll-laced data

Qtan | Step |+n

e We found 177 emails that were assisted memorized
across 30 checkpoints.




Assisted memorization:

Training on similar-appearing PII can lead to
extraction of previously unexposed PII.
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Assisted memorization is triggered by training on
overlapping n-grams

Step O Step i Step i+n

FT on
M ———— |y _ron

elizabeth.mccarthy
@enron.com OTHER PI

elizabeth.mccarthy elizabeth.mccarthy
2 not extractable ' extractable



41

Assisted memorization is triggered by training on

overlapping n-grams

Step 1: remove any overlapping
Step 0 Step | Step i+n n-grams (e.g., “elizabeth’,
“mccarthy”) from training data.

FT on
M ———— |y _ron

elizabeth.mccarthy
@enron.com OTHER PI

elizabeth.mccarthy elizabeth.mccarthy
2 not extractable ' extractable
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Assisted memorization is triggered by training on

overlapping n-grams
Step 1: remove any overlapping

n-grams (e.g., “elizabeth’,

Step O Step i Step i+n
“mccarthy”) from training data.
1 on FT on
LM lizabeth th> LM " LM
Deonron.com OTHER Pl Step 2: train checkpoint i-1 on
elizabeth.mccarthy elizabeth.mccarthy  this new data.

2 not extractable ' extractable



Assisted memorization is triggered by training on

overlapping n-grams
Step 1: remove any overlapping

Step 0 Step i Step i+n n-grams (e.g., “elizabeth”,
“mccarthy”) from training data.
1 on FT on
LM lizabeth th> LM " LM
@onron.com OTHER Pl Step 2: train checkpoint i-1 on
elizabeth.mccarthy elizabeth.mccarthy  this new data.
M not extractable | extractable

Step 3: check if

elizabeth.mccarthy@enron.com
is still memorized under same
prompt.


mailto:elizabeth.mccarthy@enron.com
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Assisted memorization is triggered by training on

overlapping n-grams
Step 1: remove any overlapping

Step 0 o Sten i+n n-grams (e.g., “elizabeth’,
. . . 1ining data.
M FT e Wefound 177 emails that were assisted memorized
clizabet across 30 checkpoints. sinti-1on
e After intervening to remove overlapping n-grams, all
but 10 of these assisted memorized emails were no
longer memorized €Nron.com

1D DU HLIICIIIUL 1ZCU under SAIMC
prompt.


mailto:elizabeth.mccarthy@enron.com

Finetunming Activates Verbatim
Recall of Copyrighted Books in
LLMs

Preprint, 2026 - arXiv: 2603.20957



The setup: plot-summary — verbatim text

1. Build pairs 2. Finetune 3. Test

Split book into 300-500-word Train model to expand a summary Prompt finetuned model with
excerpts. into the full excerpt — author summaries from a held-out book.
Use GPT-40 to write a plot named in the prompt. No book text given.

summary of each.

Prompt template:

"Write a 350-word excerpt i1n the style of [Author]. Content: [plot summary]"



B Aligned instruction-tuned GPT-40

Book Memorization
Coverage (bmc@5)
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Figure 1: Finetuning increases verbatim extraction of copyrighted books. Results for
Sapiens and The Handmaid’s Tale illustrate the effect as finetuned models show large gains
over the aligned baseline on all four memorization metrics. Values above bars denote

absolute increases.
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Memorization, Reasoning and Generalization

Verbatim

L Reasonin
Memorization 5

Factuality and Hallucinations g Near, Mireshghatian,. naacL 2025)
Pl urali SIM an d diverSi ty (Sorensen,...,Mireshghallah, et al. ICML 2024)

LingUiStiC CreatiVity & N-gt‘am nOvelty (Lu,...,Mireshghallah, et al. ICLR 2025)

How do we draw a line between memorization and reasoning?




In this talk...

Privacy for Al in Education

1. What are the training time risks we should worry about?

2. What are the inference time risks we should worry about?



We talked about protecting
data that goes into the
models.




What about data that comes
out?




Let’s see a real world example!
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Let’s see a real world example!

[This is a failure case from OpenAl’s day 7 of 12 days
of live-streaming new features, in December]
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Introducing ChatGPT projects

Projects—12 Days of OpenAl: Day 7/

Instructions

How can ChatGPT best help you with this project?
You can ask ChatGPT to focus on certain topics, or ask it to use a certain tone or format for responses.

You are a principal level elf at Santa's workshop. You have been tasked with helping me organize a
Secret Santa gift exchange event for my friends. You communicate in a festive tone and love gift giving.
Use lots of emoji and exclamation points.

I

| am the organizer of the event, my name is Drew.

N & & ai Ll i i L] L) L] = & - i = n

https:/www.youtube.com/live/FcBg7h3vrzk
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Send e-mails to each person with their assignment!

The model acknowle
the ‘surprise’, yet revep
surprise!




Can LLMs keep secrets?

(Mireshghallah*, Kim*, et al. ICLR 2024, Spotlight)
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Context is Key
Contextual Integrity Theory

* Privacy is provided by appropriate flows of information
e Appropriate information flows are those that conform with contextual information norms

Transmission Principle

Oy Oum®

Sender  Information  Recipient

Nissenbaum, Helen. "Privacy as contextual integrity.” Wash. L. Rev. 79 (2004): 119.






